=)

STEM BUKEBERATIES
sE]

by
W
N3)
=
i
>
Fl'

5 21BN
\ RERE /
FWEM | BEIBGBEREAE  BREXAESH RFHFTD O
AlgR<Es | EAEH
AIGREE | HthEMEEAS
RIZISE | 108 )\
RIERSRA | 114/10/14 (Z)~115/2/12([m)
LiReEE | 8B - 0 KL 1830-21:30
LR | REEHE
AEER | BMEA line@ B# - XAWAEERE - S -
RZHAM | BDE# F 114/10/9 (M) 23:59
RIEEN | BBEXAEHAAMEDL EB/E 0933-906-833 5

Email £ nycuitstem@gmail.com
line@ & - 5 Line ID #= @nycustem
BEMIE | https://it.stem.lasercenter.nycu.edu.tw/

XAWMRERIAZ : 20 A




m EREMN

ERSEMENTES  BEMZZERAFMEEBEEAANIRBENERRE - BEH
IR - ERMNRRAMUBSHIARRE - NOREERRT - #EZARESF - ARLE
FNEANEARE - MEKREHHSNARER  EEREBEBEERCHF/IBE - [
R RTMEESERBAEFTRBEEEANER - BOKRREA T UER  FERZEME
SSEMEMEEEM - REBPEBELME Fortinet 32 (2024 BEZEHEME IS
MRME) 5L - B 7T0%MEEE - BEETRZELZEM | S&E I7%NEASERREM
BTHREZNERE - St EFEBNELZEREE -

SEELEER 2024 FE&#B1B 744 1870(CYBERSEC 2024 E 284X AE) - TRHA
2026 FEEBFEmBARFEERK 1,000 f& - R iThome 2024 & CIO KRERIR - &
ZE SRR EZELLAIRIFSER 41.9%(8 1) - EPXUBRERMEmMEAT BKRKER
%  HREZSHIEE RBENEER - BIEEXHRENZZRMER - R IEEEZAT
WBEKZFIEE  BTEAELZESTHRENAEEEZENERZ— -

2024 FEBSEZATHERREAL
BRARNERSLRIFS » 4 REXSFEZRBERA
2022 2023 20244
| SN 204 Thome CIO AR 204557 |

B 1.2024 FHEEEL AT EFEALE (ERIRIR : 2024 iThome CIO KHRHE)



m Al SRR EE R EARA - A FNEEERERN - BFHNRE T ELZRENEES
R - AIRBRAEBESEDNAES] ERELDR - EREMSHATRRE - BRTEEZLD
B R TRIFMRANEEEAEEY - TREFFTREBRERREMNLZENWERETT - WB

k=111

BER Al TERAMEENABIRSUKGEN - BB HUMNBBERASHERE -
AREEERCE Al AELZERAT - 2BROREE - BERERE -

ARERINBERELYBERF - BEAAEEE D - HE " ERERELGER T
IWEARELTEER , "ERNELEER ) "ERABLE ) UK "TEXNEREE - REEF
EMZZHEEARNS  BETEETZURT ABRERET - WUBRERIERE ; [RERE
MUFHEEFRE  BREEREDFENF  BERERRIREAEL - WERK - BEEES
AR ASEmAEBIFIWERRE -

| SREFEZLE : BEARE - BEHEBENTHERERERBEEEE -

2. ABEGEE . REPZRHSLAHAENABEER - WHEE Al TESF -
B EoHz
1. AREFS - BIEEZR - PFUENRZE EEELZMERSRAHBZE -

2. METRMEERA TERAESZEEE -
3. BaiEBPgEED S5 mUTEIRE -

B REER

Ld

BEMZE
SEERERE - Blh - ENERARRKNLZZRERDS -
g3

1 Al

2

3. BRNMER A TEETEZRBNOITERR -
4

5

REARB S EZ O -

PERIINUIREER - MR ALK AR  ETRHEE -
RHEREZEENAARBIERRIT N EEER -

B RERERER

1. BERYVIBERE  BEFEXE R EXNBHRGEAEE
2. EREBEMRES  REREERETE  LEREHIEFE

-'E-E‘-
E

mIm 15 o

3



3. AITEHHEE : 2B A TEETEZBHERRARR - BRABBUER -

4, EHUERER  HEREE Bl EREEZGRE  RERUZEOER -

5. EBFEMFRIE  REERK ABRERKEKERR  BREBLUNS

6. LRSI BET5IEEHHBREE - BioREBEEFOMER - RERBEMELE
18 RESGETHR  RHRBEBLERE

7. ERBEREUEREEAEREZ2HEGRE 2EA -

*x ERRFER  REEMAFTELHETO UL URAAIERFAER - SHERRERE
BH RAAT PO LRER -

B BERE
KB YERTE - BEGINRNMBLUNMFERE - clZEEERZNZ ARG -
- WREZIREAN BMZE=TREA B TEN BXEE(#E) LR BEH
an, LA2EM - BRESRIEL TAZ2AM
o  EBEZOWE - EXERBE - EXRER - ERERKE

B GRAVERE

«#ﬁjﬁz .
£ FRERNESEE - RAM £/ 8GB (16GB HfE ) BEHED i5 -

m HBAR
1. A& STEM B KEBEEAAEZIIEE | RASMNIIERFIZAT - R =E S5 -

( BItE E5EM : https://it.stem.lasercenter.nycu.edu.tw/register )
Xtz EREBUNUERERERE  BREEBNEHREEERS -

2. BERAR . EEREEHIZRE . BERBEARENHARE  MERENERBLEZ
TRERZ -

3. BERELSE
(1) W®RETEEN : FEDEFRBRZRERHE - BEAHNIBEH -
(2) BEMRGI 0EE ATM EFRRSEREERFE LRI+ - ERT BRI -
(3) SEALERE : RINIRE  RKELIRFIECHBEER @ S EMERMERERZ N " A

M. UWESRHMEMINBIE  FHELER -

4




it

BERE EETAR HESEPLZ "NRAE . JLUEECHRBNREEN €3
AR ZREEG BBV ELS -
FAIIBIRL : MR = RKARSFHRBIIE - SRERELREN  REEL &
RNRAERESEZEN - BHEVBERERNR -

XKW EBHIE - BB IREIHLL Line@ETHER - LIRERERE -

p=]]]

B RIEIRRX

BERBERNERWETLLFREZIRR
1. BEREMUNEIR  ERERE—IRF - AREUARUNZILERY  WIKEEIRTGE
BEIE - WIREEFAREERVER -
o DERETRENELIKF  SFEEARRK : ATEEMBE AERAZERESAT
5 BERRAENNPH - FAER LFAEEEEH EMBILE -

o DEERHMARRIE - P - TEABHAEMBEREEE - FUEANAES
A RE - BE - BB BEIASREBOBRAUERNTS -
o DELEUEAHHRELERREVETEREPEAAEEEE -

2. ZHRIEE - BEARBENRREUFMRHENTORELRS -
3. BERERREN - ARBWITHEMESE - AREBESNREZERN - BREMUY
REABRBHENBEETZHRE -

p

\

4. FAREBURBBERENSEMARRVERN - BREASLEMN - BEEARRIENERN
R - AREERILEEZY - TIKRRERRETRE -

m FEEIE

EEMBEETERES  LREEEEE - LR LERE -

REmMBRER SERSERFT L BEEBVEHREBER  KRESME  REX
R#EBENME - #:%&®E R windows+chrome 3 Mac+chrome L£iR - (F#3 ipad FifE
BB TR R IE)

REERAA

(1) SEERZREZERFER LRBIFRRES JZHEMN -

2) BEERFER LRABSERBEZH=—NnT—& RECHEEZFH -

(3) BEERFER LLRHAEEBBEEH=—122Z—&F A TFEE -

4) RERTN : BREEPRANRLPHRE - ATM ERRRHEEE LERXASDRE

5



RRUAESEMENFERA

B RIERM

REERM ESVERR - BRVMEHRZ LREMB I ENNBH -
MBS BB EGRESGE - TMEUSREL R EREEN 2 ER -

ARIE AT

Y ESNESI PN

iS4

AR E R AR

1ABERR

- 2R

- AEEENA

- BEAREEE

2.0SI #2881 TCP/IP ##3%

- OS| BB TR

- TCP/IP 1#3:Z 7Y

- BRBHMIETR

AEfE : FH Wireshark BiE=E A 1S
3.IP AR E

- IP U EARE R

- TR AR

- BEAR TIP BULHKREB

- BF . FRESERIRBRTE
4 B ARTE

- DNS EX#=

- HTTP/HTTPS E#

- FTP 22 SSH AP

AEF  ERERERAE

15

HREEAPT

1FERBEMR

- Windows &1 Linux #7748
- BEZGELIR

- EREREER

15




2.Linux ERE

- HEX Linux 8%

- ERERER

- B Shell #1F

AEF  EX Linux B4 E
3.Windows &% #8217E

- Windows %4 E

AR L 7R SR 2R

- ERXLERTE

- RAEEETR

AEfE : Windows ZZ& MR E
1. AE R E

- HTML EXZE)

- CSS EREZR

- JavaScript AF§

AEF R A BEESERRE
2EMRHELEZ T

- WILL R

- XSS EEphE

- CSRF EfitRpE

ASF Al RUBAEFRERZ 2 [hE

15

Web ERENZZE A

1.OWASP Top 10 E =
2. 2R IR A 1%

3. UGB K s R
AEF Al BB RERE

12

Bl EER

BERBEARR
2.5QL EHEE)
3ERNEREERE
ASfF EW SQL #&#fF




1.SQL JEAEH#ERE
2 E I\
i g e A P AHER ERED 9
3.EEREREE

AEF  AIBENEZZRARTZERTE

1 B R AR T Ee AR
2B ZE%E**;)‘LI—‘—'
BEs 2 S B PIKIERIERE 12
3.EAR IDS/IPS 1=

AEF Al BB R BRI E AL ERE

1LEANRFAR
N 2 BENBBEE 9
3EWSHE

AEE Al BB R DT EEAREERE

1EXNEZHE
2 BRI ERE

T, EEANEEi 6
BEBRERTIZREE

AEF  EXEER

1ERELZHR

N 2EENSHESE

BELEIRER 6
3EBELYEH
AEF BEREEER

LSS 4 108

XEPWENMNREREREABTLABMS 2T -



—

ARiE IR EIR

B 18:30-21:30 ; BIOke = 18:30-21:30 (AEEERH - WMeEED LR EH )

BER RSB MRRREELELGRBENERE

£ R B H

w2 B .

s 21

114/10/14 ( —)

AR E R API(L)

114 /10 /16 (I

AR ER AP

114 /10 /21 ( —)

AR E R AF(3)

114 /10 /23 (1)

A EREAP4)

114 /10 /28 ( —)

AR EEAPI(5)

114 /10 /30 ( 1M )

HmERAF()

114/11/4 ( —)

ZMERAP2)

114/11/6 (0 )

ZmEREAP3)

114 /11 /11 ()

ZmEREAF4)

114 /11 /13 (M)

ZMEREAP(5)

114 /11 /18 ( —)

AL R SE B HE(L)

114 /11 /20 (1M )

AL R SR B HE(2)

114 /11 /25 ( )

AR5 F SR B HE(3)

114 /11 /27 (1M )

AL R SR B EE(4)

114/12/2 ()

AR5 F & B HE(S)

114 /12 /4 ()

Web BREAZZEAM)

114/12/9 ( —)

Web BREAZZEAFMQ2)

114 /12 /11 (14 )

Web BEREAZZEAF(3)

114 /12 /16 ( —)

Web EREAZZEAF4)

114 /12 /18 (1M )

EREER(])

114 /12 /23 ()

B EEE(2)

114 /12 /26 ( 1)

B EERE(3)

114 /12 /30 ( — )

EiiEZE AP(L)

115/1/2(h)

EREZE AM(2)

115/1/6 ()

BEREZEAFG)

115/1/8 (M)

115/1/13 ()

£
Az ER()
H

28
A= EE(2)

£
E

w W W w i w Wi w i w Wi W w Wi W w W I WIW Wi W W W Wi wiw w w i w




115/1/15(19)

115/1/20 ()

115/1/22 (19)

115/1/27 ( —)

115/1/29 (10 )

Hy |H) [H

115/2/3 ()

=
B

Fhegseii (1)

115/2/5 (1)

B (Bl | A A (M|

=
e

Fregin(2)

115/2/10 ()

1
X

EIEER(L)

il

115/2/12 (19)

>C51 1

il

1
X

=IEE R (2)

il

w  WwWiw i w i wi wi w ww

BETIERIE

108

10




